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Profile
Infrastructure Security Engineer with nearly three years at Dats.team and hands-on Linux/SysOps experience across
250+ servers. I improve vulnerability remediation with Nessus and Jira, tune WAF controls, and automate security
workflows using Python, Bash, Vault, and GitLab CI. Reduced privileged access by 82% (from 40 users to 7).

Experience

Dats.team · Nov 2023 — present
Security Engineer · May 2026 — present
• Redesigned Nessus remediation: grouped related findings into Jira tasks, then automatically updated priorities
and task data.

• Perimeter security: WAF rules, false-positive analysis, safe rollout from monitoring to blocking; configuration and
access reviews.

• Migrated CI authentication from a static Vault token to GitLab JWT, removing a long-lived service credential.

• Connected DefectDojo findings and Jira remediation status to a vulnerability dashboard, giving teams one view of
open fixes.

Linux Engineer / SysOps L3 · Nov 2023 — Apr 2026
• Operated infrastructure with more than 250 servers: Linux, web services, databases, monitoring, backups, and
incident response.

• Repurposed two Linux servers for a new service within 3 days; automated configuration with Ansible and
SaltStack.

• Reduced root-level access by 82.5% (from 40 users to 7) and removed a service password exposed in process
listings.

• Provisioned more than 20 servers, set up monitoring and alerts, and moved credentials into Vault.

• Restored production domain availability within 3 hours; completed production upgrades and infrastructure
migrations without downtime.

Secstant · DevOps Intern · Jun–Nov 2023
Supported Linux and CI/CD environments; automated routine tasks with Shell and Python.

Equio · Second-line Support Specialist · May 2022–Nov 2023
Investigated support incidents using logs, tested fixes, and documented repeatable resolutions.

Powernet · Technical Support Specialist · Feb 2019–Feb 2022
Diagnosed network and customer equipment issues and escalated unresolved cases to engineering teams.

Tools and languages
Vulnerability Management · IAM/PAM · Security Audits · Nessus · WAF · Vault · GitLab CI · Linux · Bash · Python · Ansible
· SaltStack · Nginx · HAProxy · Docker · PostgreSQL · Redis. Russian — native; English — B2.
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